
 

Monday 18 January 2021 

 

Dear parents and carers, 

 

We are writing to you to explain the remote learning IT issues we are experiencing at both 
Penkridge Middle School and Wolgarston High School and to outline what steps have been 
taken to address this.  

 

What have been the issues?   

The server that runs our VLE (Moodle) and live learning software (Big Blue Button) caters for 
both Penkridge Middle School and Wolgarston High School, supporting over 1,250 students 
with their learning. When schools closed at the start of this term our schools were ambitious, 
wanting to deliver a high volume of live lessons. Unfortunately, with the sudden volume of users 
and live lessons, the server could not cope with demand. This meant some students and 
teachers were being logged out of live lessons or not able to log in at all.   

There has also been another recurring problem outside of our control. Disappointingly, there 
have been a series of malicious attacks on the server. These have been happening a few times a 
day lasting from 30 seconds to 3 minutes and have been identified as coming from the local 
area. Today we experienced another more significant and sustained attack which lasted for an 
hour. These attacks also took down other IT systems such as our telephones and text messaging 
systems. If you have been trying to contact us today, we apologise if you have not been able to 
get through. 

Please note: no student data has in any way been compromised. The nature of these attacks was 
simply to overwhelm our servers to cause them to shut down. We are unsure of the motive of 
whoever carried this out, but it is extremely serious, so please be assured our broadband 
company and the police are investigating.  

The consequence of these issues has been a significant drop off in service from what the schools 
wished to offer.  

 

What has been done and what is being done to address these issues?   

To mitigate these issues, the number of live lessons was significantly reduced last week, and 
certain features were disabled. Live lessons for additional year groups were gradually being 
added back in to test capacity and manage the load. Significant additional cloud-based server 
space has also been purchased to provide extra server capacity.  



 

This means we now have the capacity required to have every student receiving live lessons and 
have plenty of spare capacity in reserve. At the start of today the system was coping well and we 
were successfully delivering live lessons to over 900 students concurrently.  

Then we experienced the last malicious attack.  This completely derailed our plans, taking our 
systems offline once again.  Our IT team acted swiftly to install safeguards and to migrate more 
of our remote learning platforms to the more secure cloud-based servers.  

As an academy trust we accept the quality of our remote learning provision has not been good 
enough for the past fortnight and we want to apologise to our students, parents and staff and 
thank everyone for their patience and good grace.  

What next? 

Headteachers and senior leaders at both schools will stay in touch with you on a regular basis to 
keep you informed of the next steps. We also want to gather feedback and so will prepare a 
short online survey about remote learning. This survey which will be available later this month 
will help inform our plans in the future. 

 

Your sincerely, 

 

Philip Tapp 

Chief Executive Officer 

 

 


